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3. SCOPE

4. STANDARD

implement Active Directory™.

4.1 Structure

Division of Information:zF:

4

R

ey

justified’

n:zTechnology, Agencies, and the Outsource Vendor. A
single forest design is\employed.to réduce total costs, create a single
Exchange 2003 organifat;pn, and:éase administration. A single accounts
domain is utilized to cre"‘ite a simple administrative structure for the
Outsourge Vendor. Resource domains are used to separate administration of
systeﬁ%@gintqgged by their respective agencies, Toplevel Organizational
Units (OUS)zageccréated:for each state agency in the accounts domain to allow
application ‘Sﬁizggarate group policy objects. All OU designs are governed by
/;gfhe Oré’%‘izatid@;g[&nit Standard and must be approved by the DolIT.

Agencies, Political Subdivisions, and other entities pa‘?t‘ .' a
Active Directory™ shall comply with all Active Directoryfmﬁg
processes, and specifications defined by the Djvision of Infoﬁ@ati n Technology.

This standard applies to any Agency's impiementation of Active Directory™. This
standard covers implementation of any Active Directory™ forest established on

the State’s enterprise network within a production environment.
are touch points between Active Directory™ and the RI.Gov Do
Convention the two are not directly related.
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cipating in tg State’s

escribed®étandards,
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DoIT will develop specific procedures and ;gﬁ%rocess that Agegncies will follow to

The initial design is structured to take advant‘éf’é;fof the flexibility of domains
and Organizational Units (OUS:

Active Direcfory™. An empty forest root is

implemented to maximize security. of the forest root; allow child domains to
be reorganized, as ngcessary; and ecognize the differing roles among the

Théi‘%}wﬁe enterprise forest structure for the State of Rhode Island, with
?jd exceptions. DoIT is responsible for the availability of the State Forest
infrastructure for Active Directory™ services and will retain control of the
Forest Root Domain. DolIT will be responsible for maintaining Active
Directory™ services to ensure business continuity for each Agency.

- = — —
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Requests for enterprise Schema modifications and security policy changes
must be approved and performed by DolT.

4.3 Domain Plan

There will be a single, dedicated root domain for any/all foresg ek Nis will
provide a controlied environment for forest wide change magpageir @g and
limit the amount of replicated data. The root domain will COI’?EQIH no'y

@ e the qhema,

:;Eﬂ
DolIT will be responsible for the operation of the ente rise forest root
domain. i

accounts and will be used strictly as an empty domain to ma

global catalog, site topology, security and enterprise policy.
f\

Each Agency shall have the option of |ts/f§vtr“n child domain*gider the
enterprise forest root domain. Based (¢ usiness requirements and upon
approval of DoIT, Agency sub domai“n" a-\( be created.

All child domains established beneath the Stat%enterprlse domain will be
domains in compliance with curl;en&State Active Directory™ Standards. These
child domains will be estabhshed"'w ithin the State’s single Forest as defined in
the Forest Standard, The Agency“domams will contain Agency owned and
operated Appllcatlonxgnd Databasesservers with respective administration

‘,have an‘Organlzatlonal Unit (OU)} structure within this
i ontaln the Agenmes users, computers, file and prlnt servers,

R Membershl,@ in t'ﬁe dedicated enterprise forest root domain Schema,
BF terpnse;and Domain Administration groups is restricted and controlled by
Dok -“aan};implemented by DoIT. DoIT will maintain a high level of security on
all Ievf s to ensure only properly authorized changes are implemented.

5. Domain Name Service (DNS) Zones

The primary DNS zone for the State of Rhode Island is owned and managed by
DolT. DNS support for Active Directory™ for the State appears as a sub zone
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and is replicated between all DNS servers in the dedicated enterprise forest
root domain. Agencies may create and manage sub zones to the Active
Directory™ zone in accordance with DolT prescribed standards. All DNS zones
will be implemented as Active Directory™ integrated zones where possible.

4.6 Organization Unit (OU) Plan

v

Each Agency manages its objects in the directory, while the* wsmn‘g{;,
Information Technology (DoIT) manages the configuration oft@g dire qry
service. The Agency is responsible for completlng an initial QU ‘des gn a;nd
submitting it to the DoIT for approval. ‘*f s

ggggg

4.7 Organizational Control

The dormain owner is responsible for th;amanagement of a%t@rgamzatuonal
Units and submission of requests for creatuon of all its Organlzatlona! Units
within its sub-domain and its high IeveI*Q

4.8 Organizational Ownershlp

The {Agency’s) child domarn ownen de&gnates’an Organizational Unit owner
for each Organizational Unit. Eac v Orgamzational Unit owner is a data
manager with control over a sub-tree of f objects in Active Directory™. The
child domain owner cgntrols the operatt’on of the service.

The Agency or Agencies affected are responsible for the submission of the site
topoldgy design to DolT.

4.10 Site Control

The Agency’s responsibilities include advice and consent on the following:
 Changes to site topology




POLICY# STATUS | ISSUED | LAST REVISED PAGE
02-0 1 In Draft | 2/17/06 2/17/06 Page 5 of 10
State of Rhode Island Active Directory Standard
Department of Administration TITLE
Division of Information Technology
DRAFTED BY Walt Casper

s Location of domain controllers
4.11 Backup and Disaster Recovery

Backup and recovery of the forest root domain will be the sole responsibility
of DolT.

4.12 Active Directory™ Replication

Replication of the enterprise forest root domain will be the respa@s@él‘%/
DoIT and will be implemented as Active Directory m\ntegrated zonesiwhere
possible. F

fffff

has been selected for the Agency (!cé D f-;l RI.GOV). There will be one
Accounts domain (Accounts.ri. gov)‘that wrﬂ( gntam all user computers, file
and print servers. £

The workstation names will'b Iength of 17 characters and constructed as
follows; The first 3 or 4 characters will be the agency code followed by a
hyphen the next 3 characters wnll"-be\the agency unit, again foliowed by a
hyphen, with the rem@il'lmg 7or8 ch&vacter being the asset tag Workstation
names must be specifiedon;

otherwise.

Worksta lon mes mustv‘be available via Web access to include information
for appilg’atlon gglp and onfasset tag. Consideration is given to using asset
hen tﬁoftware

4 n{ shall include organization acronym, followed by State Root
3, Domain piacehotder (i.e. DOH.RI.GOV). Maximum values apply and shouid
: ot exceeq 15 characters. No special characters shall be used. Servers shali
be,épamed with a string containing a maximum of 15 characters and
cons%r%d as follows (working from the left): An agency code of 3 or 4
characters that is managed by the DolIT; followed by a two character function
code that is managed by the Agency; next a 3 digit sequence number
assigned by the outsource Vendor; A hyphen; A 5 or 6 character optional
description code as managed by the Agency. The Agency can indicate here,
e.g., whether the server is production or development. The string shall not
contain blanks or special characters.
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Sites shall be named with a string containing a maximum of 255 characters
and constructed as follows (working from the left); The city name, a hyphen,
and the site description. The string shall not contain blanks or special
characters.

The User login name/User Principal Name (UPN) is formatted sgfirst name,
*.", full last name @ State Root Domain name (i.e, john.do @r| goy. Length
and duplicate handling follow the NetBIOS login name definit on. *f‘
login name or Pre-Windows 2003 login name would reflect fi name, U
name and follow the conventions below. The total number of ch tersishall
not exceed 15; truncate within last name to avoudﬁgsmg more than“‘l-—
characters. Duphcates should be handled by the foll ving in seq ence; add
middle initial, add next letter of middle name, appen \;sequen number if
still not resolved. User accounts require t%followmg aft hutes be filled in
using the following formats; First Name tast Name and Injtals. The display
name is formatted as Last name, FII’SJ?’I"i me followed by niiddie initial for
duplicate display names, If there a[;ed p_]cates even with middle initial add
agency or other identifier to eilmmate dup : _tes Examples would be Smith,
John - Smith, John W - Smith,Johin W (DOH JpAddress City, State, Zip Code,
Company to contain the DoIT malntalned Age jg,y’codes, Department to
contain agency division or*work tip.as defined by each agency, Office
Phone number, and E- mail add ss. Manager must be populated if present on
E-form. Other phone[pager/fax numbers must be populated if present on the
E-form. 7

Administrative accounts, are'formatted as follows. The User login name/User
Principal Name\(UPN) iSy fprmatted as “1”, first name, full last name (*see
note) @State bot Domam name. For example ljdoe@ri.gov. The *!"” prefix
lndlcategg &?1\5 rginlstratlve/account The total number of characters should
not excee éitruTlcate-*Wlthln last name to avoid using more than 15
ragte -ters aﬁ licates should be handled by the following, in sequence, add
Hl‘éﬁlmtlal a d,.next letter of m:ddle name, append a sequence number if

' '\1U§|ng the fellowmg formats, First Name, Last Name, Initials - may be blank if
P% on does not have mlddle initial, Display name - formatted as Last Name,
First: ._an;e followed by middie initial for duplicate display names. If there are
dupilca 2s even with middle initial add agency or other identifier to eliminate
duplicates. Examples would be Smith, John - Smith, John W - Smith, John W
(DOH), Address, City, State, Zip Code, Company to contain the DoIT
maintained Agency codes, Department to contain agency division or work
group as defined by each agency Office Phone number, and E- mail address.
Manager must be populated if present on E-form, other phone/pager/fax
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numbers must be populated if present on the E-form User Login Name/User
Principal Name,

Service Accounts should begin with “svec-"agency code prefix (e.g., dot)
followed by a hyphen and a name that describes the service it supports (e.g.,
Svc -dot- Meterman). The Description should contain the ID gfth,

\g,?nnot

owner/requestor of the service account. The account options! Usérs
change password and Password never expires should b
Service accounts should be a member of Domain Guest Secu -iik
unless there is a process justification for membership in Domaif wsh
Administration. No service account should be a mgmber of Domain*Jsgrs or
any other User Global Group, unless there is a spea(;c process Jgtlflcatlon

User E- mail Address Standard format is ag follows; Flrst’{,n me, ", full last
name (*see note) @ ri.gov, followed SM#FP-domain name, WHich should reflect
“First name, “.”, and full Iastname@RI ‘ OV for example john.doe@ri.gov.

-.

*Total number of characters car}not\excee 5; truncate within last name to
avoid using more than 25 characters Handle{ qpl;cates and described above,

Generic E-mail Addresses Sta(l_dardffozmat is &t follows, Agency code,
hyphen, Department acronym,‘optlonal hyphen, optional custom field (i.e.
doh-hrresumes@ri. gov). Mail enabléd accounts may be created and then
disabled to keep users from Ioggmg«on’fhe domain with the account.

Application Naming Standard format is as follows; Vendor name acronym,
hyphen, product name acronym‘ hyphen, version, optional hyphen, and
optional glistomfield (i. e\\MS -PROJECT-2000-SR1). An application team will
develgpﬁ\kst o) Vendor acronyms for use in application group object naming
conventléh‘ ;
P N
ﬁroup‘Pehcy OQ]ect4 Naming Standard format is Agency code, hyphen,
business® ‘_nctlop or location, hyphen, and agency defined optional field.

Pl;l ter Na‘;n ng Standard format is as follows; Agency code (3 characters),

i *Bgnter ID (5 digits) for example, DPOTP12345. The location field is
requureﬂ and should contain a standardized code, Codes must be standardized
by thé outsource vendor, i.e., Building Acronym/Code, hyphen, Floor, hyphen,
Division, hyphen, Asset/Inventory Number, followed by fields for Location
(room/cube) and Comment {descriptiocn). A comment field is required and
shall include information as determined by the individual agency.*Note:
Model attribute must be populated.
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In cases where the server is multi-functional, the highest priority function
takes the name, e.g., a combined domain controller and WINS server will be
coded as DC.

Server Function Codes

Anti-virus Server - AV
Application Server - AP
Database Server - DB
Development Server - DV
DHCP Server - IP

DNS Name Server - NS
Domain Controller Server - DC
File Server - FS

Gateway Server - GW
Mail/Messaging Server - MS
Print Server - PS

Proxy Server - PX PN
Remote Access Server - RA &
Remote Installation Server fRI
System Management Servér
Terminal Server - TS ¥
uttlity ("catchall™) Server -uT
Web Server - WW
WINS Server - WN

Bne copy Qf;a fial backup of the forest root will be made daily. (Note: AD

\9 \c up m%st be enabled at the forest root.) One copy of the tape will be
retajhed for 35 days at an offsite location. The tape expires after 45 days;
Tape™ g,ccess is limited to authorized personnel. An approved disaster recovery
plan must be in place. The plan should include “*mission critical” agencies at a
minimum, The plan should include scenarics for; No equipment; No
equipment and no people; No access to equipment. The plan must be tested
at least once a year, without prior notice to the recovery team, The plan must
include a specified offsite location that meets industry standards for disaster
recovery. An overall summary report of AD status (including backup status)
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must be avaiiable to authorized personnel for viewing at any time. A full

detailed report must be available upon request.

4.16 Auditability

Logs must be maintained for a minimum of 6 months. Logs \Plg_ll;«be available
to internal auditors. Exception reports from the logs will be ewew Jhdaily and
a report of summary of exceptions will be available to de5|g|1%\ed age@gy
representatives. Logs must be replicated hourly to another loggtion th

accessible only by executive-level security personnel. Logs shoESlL
renamed during the replication process to prevents oyerwntmg in

«h,é‘?

replicated location. Log size should be set accordmgxto need, sof,;hat events
within the last 60 days are easily accessible from thep pn ary logsfile. The
outsource vendor will provide a list of resources agamst" irrent user access

levels at least once a year and on demapd-

P

by the agenciess

*'Fﬁe outsourced

vendor will respond to iog file inquiry 4 lfequests within 2 busmess days, and
provide weekly reports of failed Iogln attg__;_ pts to agency designee. The
vendor will notify the affected agen‘oy |mmedl§|tely of repeated failed
attempts. Events to be Loggedfmcfucies Success\gnd Failure Auditing for
logins at the root forest Ievel’and/o:: where all user accounts are located,
success and failure audltlng for\ObJect,Access at the domain level, all user
account changes (e.g., passwords) and schema modifications. There will be
internal auditors. Agencies and auditors will have view of only privileges for

OUs in the accounts QIoma n

5.0 EXCEPTIONS

/‘_,, —
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6.0 APPROVALS

Assistant Director of Planning, Policy & Technology

Director of Operations

Chief Information Qfficer




