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1. TECHNICAL SECURITY

1.1

1.1.1.

1.2.

1.2.1.

1.2.2.

PURPOSE

This chapter provides policy and guidance to implement technical controls that
will reduce the exposure of computer equipment and assist in achieving an
optimum level of protection for the State of Rhode Island information technology

(IT) systems.

2. The policy contained in this chapter covers all the State IT resources maintained

in-house or in the interest of the State. These policies are mandatory on all
agencies, organizational units, employees, contractors, and others having access to
and/or using the IT resources of the State.

. This policy applies to all automated information systems currently in existence and

any new automated technology acquired after the effective date of this policy
document.

BACKGROUND

The issues that will be covered in this chapter under technical security are:

e Identification and Authentication

¢ Authorization/ Access Control

e Audit Trails

Identification and Authentication are critical building blocks of computer security
since they are the basis for most types of access control and for establishing user
accountability. Identification and Authentication are technical measures that
prevent unauthorized people (or unauthorized processes) from entering an
automated information system. Access control usually requires that the system be
able to identify and differentiate among users. Access control is based on least
privilege, which refers to the granting to users of only those accesses minimally
required to perform their duties. User accountability requires the linking of
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activities on a system to specific individuals and therefore, requires the system to
identify users.

1.2.3. Access to the State’s IT resources must be managed by a combination of technical
and administrative controls. Uniform policy for access control across all the
State’s systems and networks is needed to support today’s highly inter-connected
environment and ensure that weaknesses at one agency do not place all the State
information assets at unnecessary risk.

1.2.4. These controls will ensure that only authorized individuals gain access to
information systems resources, that these individuals are assigned an appropriate
level of privilege and that they are individually accountable for their actions,
Access will be controlled and limited based on positive identification and
authentication mechanisms.

1.3. POLICY

1.3.1. Identification is the means by which a user provides a claimed identity to the
system. The most common form of identification is the user ID.

1.3.1.1. Unique Identification. Every State information system must ensure that
users are uniquely identified before being allowed to perform any actions on
the system.

1.3.1.2, Correlate Actions to Users. Each system must internally maintain the
identity of all active users and be able to link actions to specific users.

1.3.1.2. Maintenance of User IDs:

» Offices and facilities must ensure that all user IDs belong to currently
authorized users

» Identification data must be kept current by adding new users and deleting
former users

¢ Inactive User IDs. User IDs that are inactive for 90 days must be disabled

1.3.2. Authentication is the means of establishing the validity of this claim. There are
three means of authenticating a user’s identity which can be used alone or in
combination: something the individual knows (a secret —e.g., a password, Personal
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Identification Number (PIN), or cryptographic key); something the individual
possesses (a token — e.g., a bank’s ATM card or a smart card); and something the
individual is (a biometric — e.g., characteristics such as a voice pattern,
handwriting dynamics, or a fingerprint).

1.3.2.1.

1.3.2.2.

1.3.2.3.

1.3.2.4.

1.3.2.5.

1.3.2.6.

Reguire Users to Authenticate. Users must authenticate their claimed
identities on all IT resources.

Limit Log-on Attempts. The State IT Organizations must limit the number of
log-on attempts to five (5). This helps to prevent guessing of authentication
data. Where round-the-clock system administration service is available,
system administrator intervention will be required to clear a locked account,
Where round-the-clock system administration service is not available,
accounts will remain locked out for at least ten (10) minutes.

Adminigter Data Properly. The State IT Organizations must have
procedures to disable lost or stolen passwords and must monitor systems to
look for stolen or shared accounts,

Passwords - Acceptable passwords must be carefully chosen by the user and
enforced by the system. Controls must be implemented to require strong
passwords.

Acceptable passwords must include each of the following characteristics:

e Letters - Upper or Lower Case Letters (A, B, C,.....Z, a, b,c,...... z)
¢ Westernized Arabic Numerals (0, 1, 2.....9)

¢ Non-alphanumeric “special characters.” For example, punctuation or
symbols. ([};”!1$=)

At a minimum, user passwords must be at least 8 characters long.

¢ The password must not contain the user’s e-mail name, user ID or the full
name as shown in the domain registry.

* New passwords shall never be the same as any of the last 3 passwords.

¢ The password must not contain dictionary words from any language
because numerous password-cracking programs exist that can run through
millions of possible word combinations in seconds. Simply adding a
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number onto the end of a word is not sufficient. The numeric and/or
special characters should be integrated into the password. However, a
complex password that cannot be broken is useless if you cannot
remember it, For security to function, you must choose a password you
can remember and yet is complex. For example, Msi5!Yold (My son is 5
years old) or ThliCf5#yN (I have lived in California for 5 years now).

Passwords must be stored in irreversible encrypted form and the password
file cannot be viewed in unencrypted form.

A password must not be displayed on the data entry/display device.

Operating systems, systems software, and other systems at high risk of
compromise are sometimes installed with a standard set of default
accounts and associated standard passwords. Like all accounts, these
access routes must be protected by strong passwords. Additional
measures, such as disabling, renaming, or decoying these standard
accounts, will be employed.

During the first instance of access with a new account, the initial password
must be changed by the individual responsible for the account, in
compliance with the password controls defined in this policy.

The proper and secure use of passwords must be included in user training,

1.3.2.7. If system-supplied password generation is available, it must enforce the
above requirements and also include the following additional features:

The system will give the user a choice of alternative passwords from
which to choose.

Passwords will be reasonably resistant to brute-force password guessing
attacks.

o The generated sequence of passwords will have the property of

randomness (i.e., consecutive instances shall be uncorrelated and the
sequences shall not display within a predictable time period).

1.3.3. Access Control/Authorization_- Access is the ability to perform a function with a
computer resource (e.g., use, change, or view). Access controls are the system-
based means by which the ability is explicitly enabled or restricted in some way.
Access controls can prescribe not only who (a user) or what (a process) is to have
access to a specific system resource, but also the level of access that is permitted.
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1.3.3.1.

1.3.3.2.

1.3.33.

1334,

The Division of Information Technology must establish a process to
authorize and document access privileges based on a legitimate and
demonstrated need to have system access.

Access privilege documentation must be maintained in a manner that makes
it easily retrievable by individual user account.

Prior to initial account distribution, positive identification of individuals
receiving accounts must be conducted. Positive physical identification can
be done by anyone the system administrator can trust to perform this task.
For example, if an employee needs access to a system located off-site, the
employee’s supervisor can make positive physical identification of the
employee and request access via electronic mail. During the first instance of
access with a new account, the initial password must be changed by the
individual responsible for the account, in compliance with the password
controls defined in this policy.

When system users are no longer part of an organization, or their duties
change, their account access must be appropriately modified or terminated.
Requests to change access privileges must be signed and forwarded to the
appropriate designated individual by the responsible manager.

1.3.3.4.1. The default “Guest” account on servers and workstations will be

disabled. Use of Guest-type accounts is strongly discouraged but, if
needed, these accounts must conform to the naming conventions and
the password policy established in this policy.

1.3.3.4.2. The State IT organization must control access to resources based on the

following access criteria, as appropriate:

o Identity (user ID). The identity must be unique in order to support
individual accountability.

* Roles. Access to information must also be controlled by the job
assignment or function (i.e., the role) of the user who is seeking
access.

o Location. Access to particular system resources will be based
upon physical or logical location.
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1.3.3.5.

¢ Access would be denied for a sixth user, even if the user were
otherwise authorized to use the application.

o Access Modes. The State IT Organizations will consider the
types of access, or access modes. Common access modes, which
can be used in both operating and application systems, include
read, write, execute, and delete.

Access Control Mechanisms: The State IT Organization must implement
both internal and external access control mechanisms. Internal access

controls are a logical means of separating what defined users (or user groups)

can or cannot do with system resources. External access controls are a
means of controlling interactions between the system and outside people,
systems, and services. When setting up access controls, the State IT
organization shall incorporate the following mechanisms where appropriate
and applicable:

Access Control Lists (ACLs). ACLs are a register of users (including
groups, machines, and processes) who have been given permission to use
a particular system resource and the types of access they have been
permitted. The State IT Organizations will maintain Access Control Lists
and establish a procedure to identity and remove users who have left the
organization or whose duties no longer require access to the application,
Access Control Lists will be reviewed regularly.

Constrained User Interfaces. The State IT Organizations will restrict
access to specific functions by never allowing users to request
information, functions, or other resources for which they do not have
access.

Encryption. Encrypted information can only be decrypted, and therefore
read, by those possessing the appropriate cryptographic key. While
encryption can provide strong access control, it is accompanied by the
need for strong key management. Encryption will be utilized where
appropriate and required.

Port Protection Devices. Fitted to a communications port of a host
computer, a port protection device (PPD) authorizes access to the port
itself, often based on a separate authentication (such as a dial-back
modem) independent of the computer’s own access control functions.
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» Secure Gateways/Firewalls. Secure gateways block or filter access

between two networks (e.g. Intranet, Internet, State partners, contractors,
vendors, and other state agencies). Secure gateways allow internal users
to connect to external networks while protecting internal systems from
compromise. Additional information and requirements regarding
gateways and firewalls are contained in the “Network™ Chapter of this
Handbook and on the State’s Information Security web site.

Host-Based Authentication. Host-based authentication grants access based
upon the identity of the host originating the request, instead of the identity
of the user making the request. The State IT Organization shall use
network applications utilizing host-based authentication where appropriate
and required.

System Log-On Banner. A security log on banner shall be incorporated
on all networked systems. This is displayed to users as part of the log on
dialogue, followed by a pause requiring manual intervention to continue.
The State Log-on banner displayed each time a user logs on to the State
Log-on Banner is a reminder that any use of the State information
technology resources is made with the understanding that such use is
generally not secure, is not private, and is not anonymous.

WELCOME TO THE DEPARTMENT of ADMINISTRATION

This is a State of Rhode Island system operated and maintained by the
Department Of Administration, Division of Information Technology. We
encourage you, as a Department employee, researcher, contractor, or
member of the public, to use this system. You should not expect privacy
while using this system and your activity may be monitored to protect the
system from unauthorized use. Authorized employees have the right to
examine active and stored email and files within all systems. By using this
system you expressly consent to such monitoring and to reporting your
unauthorized use to the proper authorities. Unauthorized use of this system
and/or unauthorized access may be prosecuted to the full extent of the law.

1.3.4. Audit Trails - Audit trails maintain a record of system activity by system or
application processes and by user activity. In conjunction with appropriate tools
and procedures, audit trails provide a means to help accomplish several security-
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relate

d objectives, including individual accountability, reconstruction of events,

intrusion detection, and problem identification.

1.3.4.1.

1.3.4.2.

1.3.43.

The State IT Organization audit trails will be used for the following:

¢ Individual Accountability. The audit trail supports accountability by
providing a trace of user actions. While users cannot be prevented from
using resources to which they have legitimate access authorization, audit
trail analysis can be used to examine their actions.

* Reconstruction of Events. The Department will use audit trails to support
after-the fact investigations of how, when, and why normal operations
ceased. :

¢ Intrusion Detection/Prevention. The State IT Organization will design
and implement their audit trails to record appropriate information to assist
in intrusion detection. Intrusions can be detected in real time, by
examining audit trails as they are created or after the fact, by examining
audit records in a batch process.

* Problem Identification. The State IT Organization will use audit trails as
online tools to help identify problems other than intrusions as they occur.
This is often referred to as real-time auditing or monitoring.

¢ The CISO must be notified of all investigative audits of IT resources.

Contents of Audit Trail Records: An audit trail must include sufficient
information to establish what event occurred and who (or what) caused them.
The scope and contents of the audit trail will balance security needs with
performance needs, privacy, and costs. At a minimum the event record must

specify:

¢ Type of event

¢ When the event occurred (time and day)
¢ User ID associated with the event

¢ Program or cornrnand used to initiate the event

Audit Trail Security: The State IT Organization will protect the audit trail
from unauthorized access. The following precautions will be taken:
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Conitrol online audit logs. Access to online audit logs will be strictly
controlled.

Separation of duties. The State IT Organizations will ensure separation of
duties between security personnel who administer the access control
function and those who administer the audit trail.

Protect confidentiality. The State offices and facilities will ensure the
confidentiality of audit trail information.

1.3.4.4. Audit Trail Reviews. Audit trails will be maintained, at a minimum, for six
months. The following must be considered when reviewing audit trails:

1.3.4.5.

Recognize normal activity. Reviewers must know what to look for to be
effective in identifying unusual activity. They need to understand what
normal activity looks like.

Utilize a search capability. Audit trail review can be easier if the audit
trail function can be queried by user ID, device ID, application name, date
and time, or some other set of parameters to run reports of selected
information.

Follow-up reviews. The appropriate system administrator will review the
audit trails following a known system or application software problem, a
known violation of existing requirements by a user, or some unexplained
system or user problem.

Develop review guidelines. Application owners, data owners, system
administrators, and the CISO will determine how much review of audit
trail records is necessary, based on the importance of identifying
unauthorized activities.

Automated tools. Traditionally, audit trails are analyzed in a batch mode at
regular intervals (e.g., daily). Audit analysis tools, such as those based on
audit reduction, attack signature, and variance techniques, can be utilized in
real-time or near real-time fashion. the State IT Organizations should use
the many types of tools that have been developed to help reduce the amount
of information contained in audit trails, as well as to distill useful information
from the raw data.
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1.3.4.6. All the State information systems must have the ability to audit password

activity, specifically when and who last changed a password, and when and
who last changed account privileges.

1.3.4.7. Annually, individual accounts must be audited to ensure compliance with the

1.3.5.

1.4.

1.4.1.

1.4.2.

1.4.3.

minimum standards outlined in this policy.

The State IT systems that cannot meet these minimum standards must be modified
to remedy any deficiencies. Until such time as deficient systems are brought up to
these security standards, system owners, as part of their DOIT mandated security
plans and risk assessments, must accept in writing any risk to the State
infrastructure.

RESPONSIBILITIES

The State CIO: Ensures that the provisions of this chapter are implemented at all
agencies within the State.

Agency Directors: Ensure that adequate technical security controls are
implemented on all systems for which they hold responsibility.

The Agency Manager:

1.4.3.1. Certifies the systems under their control. The technical controls must be in

place and functioning as intended, prior to certification of the system.

1.4.3.2. Ensures that during the development and acquisition phase of developing

1.4.4.

local systems that security requirements and specifications are incorporated
into any purchase of automated information systems.

System administrators:

1.4.4.1. Ensures that the technical controls are functioning as expected and report any

significant discrepancies noted to the CISO.

1.4.4.2. Monitors the system by reviewing system logs and utilizing various

automated tools such as virus scanners, check-summing, password crackers,
integrity verification programs, intrusion detectors, and system performance
monitoring.
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1.4.4.3. Evaluates account and password management controls yearly to ensure that

the State password policy is being technically implemented.

1.4.4.4. Ensures that the CISO is notified of all investigative audits of IT systems.

1.4.5. CISO/ACISO:

1.4.5.1. Assists the State CIO in performing sensitivity assessments and in
determining security requirements and specifications for technical controls in

any new systems to be purchased and operated at the facility.

1.4.5.2. Audits the technical controls. This can be accomplished by conducting
regular audits of the system. The CISO must work with the system manager
and the State CIO in developing effective measures to audit the various
systems in a facility.

1.4.5.3. Develops procedures and policy concerning authorizing and documenting
access privileges for users based on a legitimate and demonstrated need to

have system access.

1.4.6. Individual users: Select strong passwords in accordance with this policy.
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2. SOFTWARE AND DATA SECURITY

2.1.PURPOSE

2.1.1. This chapter provides security guidance on software selection, development,
testing, implementation and maintenance of State of Rhode Island software.

2.1.2. Security controls for operating system and application software are detailed below
and are applicable to all software (the State developed and Commercial Off-The-
Shelf (COTS)) used in the State IT resources,

2.2.BACKGROUND

2.2.1. The State currently buys COTS software. Security controls must be met in these
circumstances to ensure that mission critical and all other sensitive data is
established, maintained, transported and utilized in a secure manner.

2.3.POLICY

2.3.1. General Software Security Elements are:

2.3.1.1. Controlling what software is used on a system

¢ All COTS application software purchases must be certified and accredited
prior to use.

¢ Application software used on the State IT resources must be obtained
through authorized procurement channels,

¢ Each system installation of the State developed or off-the-shelf software
must be reviewed and approved by the review board prior to installation,
This also includes software acquired by any other means (e.g., public
domain software, bulletin board services, personally owned software,
Internet obtatnabie freeware). All application software authorized to run
on the State IT resource must be identified in the system’s security plan.
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23.1.2.

2.3.1.3.

Ensuring that software has not been modified without proper authorization

¢ Willful and intentional modification of the State software for illegal or
disruptive purposes or for personal gain is a crime. There must not be any
modifications of these programs except by an authorized agent of the CIO.

¢ Safeguards must be in place to detect and minimize inadvertent or
malicious modification or destruction, or attempts to do so, of the State’s
IT application software, operating system software, and critical data files.

¢ The safeguards shouid achieve the integrity objectives and be documented
in the system’s security plan. The level of protection must be
commensurate with the sensitivity of the information processed.

* Approved software, regardless of source, must be scanned for viruses prior
to initial use.

» Anti-Virus and malicious code (software) must be employed on every the
State IT resource to protect the integrity of the software and data.

Ensuring that software is properly licensed, as required

¢ Use of copyrighted software will comply with copyright laws and license
agreements.

¢ The State licensed software may not be installed on other systems without
management approval (e.g. anti-virus software).

2.3.2. Operating System Software Controls: The operating system software employed
to process data by multiple users, including local area networks, must control user
access to resources and capabilities that are required and authorized. The
operating system software should also have the capability to identify, journal,
report, and assign accountability for the functions performed or attempted by a
user and to deny user access to capabilities or resources that have not been
authorized. Ata minimum, the operating system must:

23.2.1

23.2.2,

Control all transfers between memory and on-line storage devices between a
central computer and remote devices and between on-line storage devices.

Control all operations associated with allocating system resources (e.g.
memory, peripheral devices, etc.), memory protection, system interrupts and
changes between the privileged and non-privileged states.
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2323,

2.3.2.4.

2.3.2.5.

2.3.2.6.

2.3.2.7.

23.28.

2.3.2.9.

2.3.2.10.

23.2.11.

2.3.2.12.

2.3.2.13.

2.3.2.14.

Identify a valid system user and direct the user to authorized options or
applications. Use of such a feature (log-on dialogue) limits user access and
protects system programs and data files from unauthorized access.

Provide the capability to limit the types of operations (e.g., read, write, and
delete) that can be performed by individual users on given data or program
files.

Control system access through an approved form of user authentication.

Provide the capability to record actual or attempted access to the system and
other activity.

Provide the capability to terminate a process automatically and log-off a user
when an access session remains inactive for some specified length of time.

Provide the capability upon a break of connection or a log-off to terminate an
access session.

Control programs or utilities which may be used to maintain and/or modify
the operating system, access control systems, sensitive databases and other
software modules which could affect or compromise the integrity of the
general purpose software or sensitive applications.

Prevent a user program from executing privileged instructions. |

Isolate the programs and data areas of one user from those of other users and
the operating system software.

Assure error detection when accessing memory as well as parity and
hardware register checking.

Cause a screen warning message to be displayed at logon to identify to the
user that access is restricted to authorized users for legitimate purposes only
and that their activities are subject to monitoring.

Be maintained by the minimum number of authorized persons. This is
accomplished by limiting the number of employees with administrative
privileges.




